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Abstract 
The poster is focusing on a research of  risky communication phenomenons connected with internet - especially 
with social networks (Facebook etc.), chatrooms, IM  etc. It aims on cyberbullying, cybergrooming, sexting, 
sharing of personal information, methods of manipulation in virtual environments etc. The research was 
performed on target group of Czech teens (n=10 000, 11–17 years old). 
 
The goal of the research Risks of Electronic Communication 3 (2012) was to determine: 
A. Respondents’ experience with cyberbullying from the point of view of victims and aggressors and their will 
to involve other people in a process of dealing with their problems. 
B. Respondents’ willingness to communicate with unknown persons who contact them within internet services, 
and their experience with meeting these people in the real world. 
C. Respondents’ personal data sharing within internet services (publication of personal data freely on the 
internet, sharing personal data with unknown persons on the internet) including respondents’ experience with 
sexting. 
D. Respondents’ experience with social networks, web storages and portals focusing on children. 
 
The research REC 3 is in its nature mainly descriptive, determined data are mainly quantitative. On-line 
questionnaire survey was chosen as the basic research method. The questionnaire contained 71 questions of 
various kinds. 
 
There have been certain changes in a variety of facts that are apparent in comparison with the survey research 
REC 1, 2 (conducted in 2009 – 2011). E.g. there has been a noticeable rise in the number of bullies. On the 
average, respondents’ willingness to turn to an adult person (parents / teachers) for help has doubled in all the 
cases of monitored manifestations.  
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Research Risk of Internet communications III represents the third nationwide research project realized within E-
Safety project (since 2010 this project has been guaranteed as a professional workplace of Centre for the Prevention 
of risky virtual communication) and which focused on the occurrence of risk behaviour associated with information 
and communication technologies, especially the Internet, in a population of Czech children. 
  
The research monitored the following phenomena: 
 
A. Cyber bullying (various forms of cyber bullying depending on the particular communication environments). 
B. Establishing virtual contacts (communicating with strangers and personal meetings with them; basis for the cyber 
grooming). 
C. Sexting (in the form of public sharing of intimate material on the Internet and providing an intimate material on 
request of another person). 
D. Sharing of personal data in the Internet environment (with the focus on sharing face photos). 
E. Other related phenomena. 
 
The following paragraphs define the theoretical basis, which were the sources for our research. At first we will deal 
with the definition of cyber bulling that comes from existing definitions of bullying (especially M. KoláĜ deals with 
this issue in the Czech Republic), where bullying is perceived as an aggressive, intentional, repeated action or 
behaviour carried out against an individual or group that can not easily defend (Whitney & Smith, 1993; Olweus, 
1999). Other authors see cyber bullying as a form of harassment that is based on the imbalance of forces and 
systematic abuse of power (Smith & Sharp, 1995; also Rigby, 2002).  
 
For the needs of our research we defined cyber bullying as a form of aggression that is carried out repeatedly against 
individuals or groups by using information and communication technologies. (Belsey, B., and Smith & Slone, 2007) 
either by the original aggressor or so called secondary attackers. 
The definition is then developed, for example, by Kowalski, Limber, and others (2007-2008), who see cyber 
bullying as bullying carried out by e-mail, ICQ, mobile phones (SMS, MMS, phone calls), chat, web sites and other 
ICT.  
 
The issue of cyber bullying is further elaborated in the Czech environment especially by M. KoláĜ, D. Šmahel, V. 
Krejþí a K. Kopecký, with no significant differences from foreign approaches. 
 
Crucial role in the realization of cyber bullying and other dangerous communication practices such as sexting and 
cyber grooming is sharing personal information online by children. Many researches from abroad deal with this 
issue and indicate a high percentage of children sharing uncontrollably personal data on the Internet.  
For example, according to eMarketer research (2007), 75% of American children are willing to share their personal 
data and data about family with other Internet users in exchange for access to services and products offered on the 
Internet, which can be dangerous especially, for example, in relation to the already mentioned cyber grooming. 
Statistics of Zoomsphere system (2012), which monitor the users of the largest social network Facebook, states that 
26,1% of Czech registered users are aged 0-19 years. 
On 13th February 2012 according to Zoomsphere the total number of Facebook users in the Czech Republic is 
3,552,080, while the estimated number of children users sharing their personal data on the network is about 927 000. 
The real number will be lower, though, due to the different age structure of the users in demographic surveys 
Zoomsphere (0-19 years). According to the newly established and fastest growing social network Google+ (2011), 
the users under 18 years make 12% of all users of this network.  
There are, of course, several qualitatively oriented researches monitoring the factors influencing the sharing of 
personal data (children, adults) on the Internet. From this point of view, Australian research project ACMA (2009) – 
Attitudes towards use of personal information online is very interesting.  
There are not many researches aimed at children sharing personal data through information and communication 
technologies that are realized in the Czech Republic on representative samples. We can mention research Risks of 
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electronic communication II (Kopecký, Krejþí, 2010), which was carried out on a sample of 12,533 respondents 
aged under 18 years and provided valuable information relevant to the population of Czech children. 
Its final report, for example, revealed on which data a child can be traced in real life – 72,97% of the respondents 
publish and 60,22% share name and surname ; according to this study, e-mail address share 63,19% of Czech 
children and telephone number 22,8% of children. 
 
Within our research, we examined a phenomenon known as sexting. Sexting means sending electronic text 
messages, own photos or videos with sexual content (Kopecký, 2010), which occurs in the environment of virtual 
electronic media, especially the Internet.  
 
One of the first generally used definitions define sexting as an act of sending photos depicting nudity between 
mobile phones or other electronic media such as the Internet (Streichman, 2009), and nowadays, according to some 
authors, sexting is associated especially with younger generation, which captures its sexually oriented materials (so 
called youth-produced sexual images) and then distribute and publish them (Wolak, Finkelhor, Mitchell, 2011-
2012). Sullivan (2011) completes the definition with suggestive text messages and pictures depicting nude or 
partially nude children and adults, they are then passed on a mobile phone or the Internet.  
Number of platforms and tools enabling spreading of such materials Streichman (2009-2011) extends by social 
networks, especially Facebook and MySpace. 
 
In the Czech Republic sexting is distributed primarily through social networks Facebook, Libimseti.cz or digital 
storage of photos Rajþe.net (Kopecký, 2011). Research aimed at the issue of sexting have been going on since 2009 
in many countries around the world, for example in the USA, UK, Australia, Canada, China (Jolicoeur, 2010) and 
the Czech Republic (Kopecký, Krejþí, 2010). Worth mentioning is also the research within The National Campaign 
to Prevent Teen and Unplanned Pregnancy (USA, 2009), which presents remarkable results on the prevalence of 
sexting among young Internet and mobile phone users. 
 
In the Czech Republic, just first probings were carried out watching sexting incidence in the population of children. 
The first researches, monitoring current state of sharing and sending sexually oriented content to other users of the 
Internet were Risks of electronic communication II (Kopecký, Krejþí, 2010). This research dealt with a sample of 10 
414 respondents and revealed that 10% of children (11-17 years old) share their sexual materials on the Internet, and 
9,15% then send them to other persons. The observed data showed the fact that sexting is not so widespread in the 
Czech Republic as in the U.S. and other countries.  
 

In the description of research procedure we will introduce the research objectives, then we will continue with 
description of research sample and the methodology of research. We will also mention the time schedule and 
method of processing the data obtained. 
 
Research objectives of Risks of electronic communication III. 
The research focused on incidence of risky behaviour among Czech children, which is associated with information 
and communication technologies and particularly the Internet, aimed at ascertain in a descriptive level the number of 
victims and attackers involved in the individual manifestations of cyberbullying.  
At the same time the research monitored who the victims should looked for help from if needed (teacher, parent, 
sibling, friend). 
 
Next task was to determine whether children communicated with strangers on the Internet, if the children were 
asked for a personal meeting and if they are willing to meet a virtual friend in the real world, which is closely related 
to the phenomenon called cyber grooming. 
The aim was to find forms of public sharing of intimate material on the Internet and discover the motivation of 
pubescents and adolescents to this kind of behavior - sexting. We were also intersted how many of those surveyed 
children considered sexting as risky and dangerous. 
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In this context, we focused on children sharing personal data on the Internet (especially on the face photos) and their 
knowledge of social networks. Social networks represent a place of many cyber-attacks, which are realized by using 
personal information shared by individual users, and data that attackers gain by security failure of these networks. 
Due to the limited extent of the contribution we will present only partial results of descriptive field of the research, 
which are related to the issue of cyber bullying among Czech children, cyber grooming (personal meetings with 
people with unauthorized identities, risk communication with unauthorized Internet users) and sexting. 
 
We will not state the relational objectives here as we have already presented them in other periodicals. 
 
Research sample 
 The basic sample consisted of Internet and mobile phones users among students of primary and secondary 
schools in the Czech republic. Age of respondents was limited to 11-17 years and we divided this period into two 
age categories: 11-14 years, 15-17 years. Totally 10 830 respondents took part in research Risks of electronic 
communication III.  
 The research sample consisted of 52,34% of the boys and 47,66% of the girls. 57,13% of respondents were 
aged 11 to 14 years and 42,87% aged 15 to 17 years. All regions of the Czech repubic were represented.  Due to our 
previous experience of past years we abandoned our intention to choose respondents from a basic sample to research 
sample. Morover, we were sure that we would get sufficient and representative amount of respondents. If we did not 
manage, we would have to ensure the representativness by corresponding type of choice, in our case so called 
random sampling.  
 
Research methodology 
 The research was orientated quantitatively with the regard to the number of respondents. As a research tool 
we chose a questionnaire. The questionnaire consisted of  71 items (40 dichotomous, 2 polychotomous, 22 with 
more correct answers and 7 open), which originated on the basis of theorethical knowledge and were arranged in 
such a way to reflect set objectives and emerged problems.  
The questionnaire was distributed electronically (on-line) by E-Safety questionnaire system, which includes e-mail 
addresses of 8 641 schools, educational institutions, associations aimed at children and young people and other 
institutions throughout the Czech Republic. 
 List of adresses were put together by members of E-Safety team in 2009 and 2010 from publicly available 
sources because of previous research realizations. Annonymous questionnaire, which automatically verified where it 
was sent from (IP address, regional affiliation, monitoring of respondents behaviour using Google Analytics etc.), 
offered the possibility of showing the e-mail adress of school, through which its deputies could be in contact with 
the research team – some schools involved in the research asked for isolation of their data and subsequent 
processing. 
 
Time schedule of research  
Preparation of research was launched on 1. 3. 2011, data collection took place from 1. 11. to 31. 12. 2011. 
The evaluation was realized during January and February 2012.  
 
Processin of research data 
 The acquired data were mostly on nominal and ordinal level of measurement, which corrresponded to their 
subsequent processing, numerical operations and statistics. The data were first organized and then compiled into 
frequency tables.  
Descriptive problems were solved through the basis of descriptive statistics (calculation of the characteristics of 
position - the central tendency measures, percent calculation) and even the graphic representation was not omitted. 
To test the hypothesis, we used the test of independence - chi-square test for foursquare table. All testing took place 
at the significance level Į = 0.01. 
 
1352   Kamil Kopecky´ et al. /  Procedia - Social and Behavioral Sciences  69 ( 2012 )  1348 – 1357 

Czech children cyber bullying 
 
The largest part of  research Risks of electronic communication III was orientated on the phenomenon of cyber 
bullying. About 10 700 respondents involved and it consisted of the following topics: 
 
A) The victims of cyber bullying (the number of victims in relation to individual acts of cyber bullying and 
platforms, where cyber bullying takes place).  
B) The originator of cyber bullying (the amount of attackers in relation to individual acts of cyber bullying and 
platforms, where cyber bullying takes place).  
C) Persons involved in dealing with cyber bullying (who would be contacted by the victim experiencing cyber 
bullying).  
D) Other related phenomena (specific forms of cyber bullying realized by breaking the account and subsequent 
identity theft etc.).  
 
 
Within the research, following forms of cyber bullying attacks were monitored: 
  
a) Verbal attacks in cyberspace - in the form of humiliation, offending, ridiculing, embarrassing of a child. 
b) Threats and intimidating of the child.  
c) Blackmailing of the child.  
d) Identity theft.  
e) Harassment by drop-calls.  
f) Humiliation, embarrassing realized by spreading of photos.  
g) Humiliation, embarrassing realized by spreading of video. 
 
 
Cyberbullying according to communication platforms 
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The most frequent forms of cyberbullying from the victims point of view 
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The most common forms of cyberbullying that children experience include treatment in the form of 
humiliation, offending and embarrassing (verbal aggression). These forms of aggression experienced (as victims) 
over 31% of respondents. 
 
Cyberbullying from the attackers point of view 
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Interesting finding is associated with breaking account - approximately 1/4 of respondents (25,02%) logged in an 
electronic account without the permission of the owner and 10,19% of them misused the account to  get its owner 
into trouble.  
 
Attacks associated with humiliation, offending and ridiculing of chosen victim are carried out mostly in an 
environment of social networks, which were used to attack another person by 39,52% attackers, also Instant 
Messengers (25,04%) and SMS (21, 19%) are used for attacks. 
 
 
PERSONAL MEETINGS WITH PEOPLE WITH UNAUTHORIZED IDENTITIES 
 
Research also monitored the respondents´willingness to communicate with strangers with an unauthorized identity 
on the Internet and respondents' reactions to the invitation for a personal meeting. More than half of respondents 
(53,84%) chat with strangers on the Internet. It should be pointed out that not every communication with strangers 
on the Internet is dangerous and lead to sexual abuse of a child. As the case histories show, sexual assailants use ICT 
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platforms not only to establish contact with a child, but also to gain personal, intimate or other discreditable 
materials, which then they can use to make a victim to attend a personal meeting (so called cyber grooming). 
 
 
If you were asked by your Internet friend for a personal meeting, would you go? 
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Have you ever been invited by your Internet friend to a personal  meeting? 
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41,28% of the research respondents received an invitation to a personal meeting by the Internet user without verified 
identity (child had never met a specific person in real life, their contact was virtual). 
 
Have you ever been to a personal meeting with someone whom you know only from the Internet and you had never  
met him in a real life? 
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RISKS OF COMMUNICATION WITH UNAUTHORIZED INTERNET USERS 
 
Within the research it has been examined whether respondents consider personal meetings with unknown people 
from the Internet risky or dangerous. 55,92% of respondents consider communicating with unknown people from 
the Internet to be risky. 74,27% of respondents considered a personal meeting with unknown people from the 
Internet to be dangerous. Although, 15,72% of them would attend a personal meeting. 25,46% of respondents were 
also asked by unauthorized Internet users not to tell anyone about their conversation and what they chatted about. 
 
The research has also revealed interesting facts showing who the child would contact if asked by Internet user for a 
personal meeting. 54,72% of respondents would confide to friends or siblings who are under 18 years old, 36,94% 
of children would tell the parents about the planned meeting. Teachers would be entrusted only by 3,59% and 
16,46% of respondents would not tell anyone about the meeting.  
 
If we were to make at least a basic comparison with results from research Risks of electronic communications II 
(data from 2010), 69,88% would confide to friends and siblings under the age of eighteen, 44,35% then to the 
parents. Teachers would be entrusted only by a small percentage of respondents – 3,29%. 19,89% of those surveyed 
would not tell anyone about the meeting. 
 
 
SEXTING 
 
Within our research we followed two basic forms of sexting dissemination - location of sexually oriented material 
on the Internet (for example to profile in social network or digital storage in a database images) and direct sending 
of own sexual material to others (e.g. boyfriend, girlfriend, friend , partner etc.).  
 
8,25% of Czech children put own sexual materials (photos, video) on the Internet in 2011. 9,7% of the respondents 
(54,37% girls, boys 45, 63%) sent these materials to another person. Sexually oriented materials are shared and sent 
mostly by children over fifteen years of age (66,99% of the respondents share, 73,03% send). The most common 
motives of the children trying sexting include boredom, attempt to establish intimate contact with the person of 
opposite sex, sexting was also perceived as a form of self-presentation. In some cases, sexting was produced under 
the influence of environment (e.g. a group of girls shot sexually oriented materials, then they overcame shame and 
sent the photos to other people). Although 73,10% of the respondents perceive sexting as risky and dangerous, 
5,83% of them share sexually oriented materials and 8,51%  of the respondents send these materials to others. 
 

 
The contribution presented the partial results of descriptive research Risks of  electronic communication III, which 
was realized during 2011 across the Czech Republic at children aged from 11 to 17.  
Specifically it discussed the issue of cyber bullying as for the most abused communication platforms and from the 
perspective of most common forms of cyber bullying from the victim point of view (especially verbal aggression) 
and attacker (breaking an electronic account).  
Next it focused on (because of apparent connection with phenomenon called cyber grooming) children 
communication with strangers ovet the Internet and their willingness to meet with a virtual friend in the real world. 
And the results showed that more than half of the respondents chat with strangers on the Internet and more than 15% 
of the respondents is willing to to attend a personal meeting with unauthorized Internet user.  
And finally, it gives reasons why children commit sexting (mostly due to boredom), how many of them realized it 
and whether they consider sexting risky and dangerous. The entire research report is available on the website of 
Centre for the Prevention of risky virtual communication (http://prvok.upol.cz), see K. Kopecký, V. Krejþí, 2012. 
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